TEMA
«[Ipobnema HapKOMaHUU Ha COBPEMEHHOM
stane. OcCOOEHHOCTU MPOPUITAKTUKI.

OO6crtanoBka B cdepe MPOTUBOACUCTBUS HE3aKOHHOMY O0OpOTY
HApKOTHYECKUX CPEICTB M IMCHXOTPONHBIX BEIIECTB HA TEPPUTOPUU
Pecnybnmukun bemapyce B Hacrosiiee BpeMs BO MHOTOM CBsi3aHa C
HCIIOJIb30BAaHUEM TJI00AIbHOW ceTh VMHTepHEeT B KadecTBe creuu(puueckoro
KaHaJla HApKOTOPTOBJIU.

Oco0yr0 0OmacHOCTh MPEACTaBIsA€T TOT (PaKT, YTO BO3MOXKXHOCTH
AHOHMMHOTO TPUOOPETEHUSI TMCUXOAKTUBHBIX BEIIECTB C MCHOJIb30BAHUEM
TE€JIEKOMMYHUKAIIMOHHBIX YCTPONCTB B CE€TH JOCTYHHBI IIMPOKUM Maccam
HaceneHus. [IpUYMHBI TOBBIIIEHHOTO MHTEpPECa HAPKOIMPECTYITHOCTH K
kuOeprpocTpancTBy VIHTEpHETA BIIOJHE MOHSATHBI: B 3TOM CpeJie €CTh 0COObIE
YCJIOBHSL HE TOJBKO JJIsI OOECIeYeHUs] KOHCIUPATUBHOW KOMMYHMKAIIUU
NOCTAaBUIMKOB U MOTpeOUTENed HApPKOTUYECKUX CPEeACTB, HO U IS
CHUCTEMAaTUYECKOTO PEIICHUS MHBIX MAaCIITaOHBIX KPUMHUHAJIBHBIX 3aj]1ad,
TaKuX, HampuMmep, Kak KOOpJUHAIMS JESITEIbHOCTA TpaHCHAIIMOHAIbHBIX
MpEeCTyNHbIX (OpMUpPOBAHUHN U peanu3aius 3PHEKTUBHBIX CXEM «OTMbIBAHUS
TIEHED).

[IIupokre BO3MOKHOCTH aHOHHMHOTO MPHOOPETEHUS TCUXOAKTHUBHBIX
CPEACTB C HUCIOJb30BAHUEM TEIEKOMMYHUKAIMOHHBIX YCTPOMCTB B CETH, a
TaK)K€ y4acTHsl B CObITE HAPKOTUKOB MOJYYAIOT AETH U MOJPOCTKHU.

B nacrositiiee Bpemsi cTaHIapTHBIE MPUEMbI TPOPUIAKTUKU CTAaHOBATCS
Mano3(pPEeKTUBHBIMHU, T.K. Mbl UMEEM JI€JI0 CO CBOEOOPA3HON MOJIOJAEHKHOU
CyOKYyJIbTYypOi, TECHO CBSI3aHHOM C BHUPTYyaJbHBIM MPOCTPAHCTBOM U
JTUCTAHIIMOHHBIM OOIIeHneM. J[esSTenbHOCTh W Pa3BUTHE TAKOTO WHTEPHET
COO00I1IECTBA CO BPEMEHEM CO3/1aJI0 OJ1aronpUsTHBIE YCIOBUS AJIs 3apOXKICHUS
HEKON CeTeBOM cCpeabl, Iie¢ HWHAWBUIBI MOTYT TOJIb30BAThCSA CPEJICTBAMHU
OOLIEHMs, BECTH OMNpPENEICHHYIO TPYIOBYIO AESITEIbHOCTb, MPUOOpETaTh U
IpoJlaBaTh TOBAPHI U YCIYrd, o0y4aThCs, MOJb30BaThCA Pa3BlIeKATEIbHBIMU
CEpBUCAMHU.

OTHUM OOCTOSITEIbCTBOM U MOJIB3YIOTCS X0351€Ba MHTEPHET-Mara3uHoB 110
IPOIaKEe HAPKOTUUYECKUX CPEJICTB U TICUXOTPOIHBIX BEIIECTB, HAOMPasi HOBBIX
3aKJIaJYMKOB M KypPhEPOB M3 YMCJIA HECOBEPIIEHHONETHUX. OHM MpejararoT
HE TOJIBKO C BUY XOPOLIO OIJIaYUBAEMYI0 paboTy, HE TPEOYIOLIYI0 OOJIbIINX
¢u3HYeCKuX W BPEMEHHBIX 3aTpaT, HO M CBS3aHHYIO C HCIIOJIb30BAaHUEM
MIPUBBIYHBIX TA/IKETOB U MIHTEpHETA, AAIOMINUX JI0)KHOE YYBCTBO O€30MIaCHOCTH
M 3aCTPaxOBaHHOCTH OT 3aJ€p>KaHHsi U TMPUBICYEHUS K YTOJIOBHOM
OTBETCTBEHHOCTH.

CooTBETCTBEHHO M TIpodUIaKTUKa JOJKHBI OBITh Ha BCEX YPOBHSX, HE
TOJIBKO B BHJIE€ Oecel] O HEJONMyCTUMOCTHM IPOTHUBONPABHOIO MOBEACHUS,



KECTKOCTU HaKa3aHWs WU Bpede ynoTpebsieHns HapkoTukoB. HeoOxommmo
oOpanjaTh BHUMaHHE Ha psia BpoAe Obl 0e300MIHBIX MPU3HAKOB, KOTOPHIE
CBUETEIHCTBYIOT O BO3MOXKHOM MPUOITMKEHUU O€IbI.

Taxk, nepBbie IPeAoKEHUS O TPYAOYCTPOMCTBE IPOXOAST B OCHOBHOM B
COLIMAIIbHBIX CETAX M MECCEHKepax IIyTeM PacChbUIKK COOOLIEHUH O
BBICOKOOIIIIaunBaeMoii padore. Takxke cyliecTByeT cucrema, paboTarolasi mo
OpUHIUIY (PUHAHCOBOM MHUpPaMHbI, KOJA 32 KaXJIO0r0 BHOBb MPUBEJACHHOTO
pabOTHHMKA HAIllIeJIIEMy IOJaraercs IeHeXHas npemus. B manHoMm ciydae
BEpPOOBIIMKAMHU BBICTYAIOT YK€ CaMH JETH H IMOJPOCTKH.

[Tocne nmosyyeHus cornacus JajabHennee 00MeHne MPOXOAUT B OJTHOM
U3 MECCEHKEpOB, yaile Bcero B Telegram, 31ech ke NpoUCXOaUT 00yUyeHue
METOJaM KOHCIIMpAIlid W OCHOBHBIM TIpHeMaM paboTel. B mampHeimem y
MOTEHITUATBHOTO PAOOTHHKA BBISICHSIETCS, B KAKOM PETHOHE OH TOTOB paboTaTh,
oOcy:xmaercs 3apaboTHas 1JiaTa, yCJIOBUS U BAPUAHTHI €€ BHITIIATHI.

[Tocne aToro Oyaymuii 3aKiIaIuuK JTUOO BHOCHUT 3aJI0T 3a MOJydacMblil
HapKOTHK (paHee OrOBOPEHHOE KOJIMYECTBO MCUXOTPOIHOIO BELIECTBA), JIUO0
MOJIy4aeT ero B JOJIT, MPEOCTaBIIss MOJHYIO KOO CBOETO MaclopTa.

NHorpa B kauecTBe MPOBEPOK JIMOO BO3MOKHOCTH TIOJIy4eHHS 3apaboTKa,
aJIMUHHUCTPATOPbl UHTEPHET-MAra3uHOB MPEAIaraloT HECOBEPIIICHHOJICTHUM
nonpoboBaTh ceOsi B KadecTBe «TpadapeTyukoBy. TpadapeTuuku — JuIa,
KOTOpbIe padoTatoT Ha VIHTepHeT-Mara3uH mo cObITY HAPKOTHUYECKUX CPEACTB
U TICUXOTPONHBIX BemecTB. Yarie B HOYHOE BpEeMs CYTOK TIPH TOMOIIU
TpadapeTa U a3po30JbHOTO OAIIOHYMKA HAHOCAT HAAMKMCH HA CTEHAaX 3[aHUM,
OCTaHOBKAaX, Ha KOTOPBIX yKa3aH akkayHT VMHTepHeT-marasuHa mo mpojaxe
HApPKOTHUKOB, JIMOO MPEI0KEHUE 0 padOTe Ha HApKOMara3uH. 3a TaKyro padoTy
TpadapeTunku OT paboTHHKa HHTepHET-Mara3uHa TMOJy4aloT JACHEXHOE
BO3HArpaKJACHHE B 3aBUCUMOCTH OT KOJIMYECTBA HAHECCHHBIX HAJIITHUCEH.

B nHapkoOum3Hece  mpuWBIEKalOT  Bce  OoJblIee  KOJMYECTBO
HECOBEPIICHHOJETHUX, KOTOPBIX HCIOJB3YIOT JJIS PEIICHHS MpodiieM
CIJIOBBIMH METOJaMH. Tak MOSBUIOCH €IIe OJHO MOHATHE B HapKOOW3HECE -
«CTIOPTUKW.

«Croptukmn» — padboune MHTEepHET-Mara3uHOB MO MPOJIaXKe HAPKOTHKOB,
KOTOphIE M0 YKAa3aHWIO CBOUX KypaTOpPOB pa3OMparOTCs ¢ OOMaHYBIIUMH
MarasuH JUIaMu (3aKiIaaduKamMu, TpadapeTankaMu U KypbepaMmu) ¢ TTOMOIIIBIO
busuaeckoit pactpansl. «CIOPTHKK» U30MBAIOT, CTPUTYT U CKUTAIOT BEPXHIOKO
OJIeK1y TPOBHHMBIIMXCS TEpen aaMUHUCTpaTopoM. Bce 3To cHumaioT Ha
KaMepy MOOMJIBbHBIX Telle()OHOB, a Jajee 3aluch MPEAOCTaBISAIOT JUIsl OTYETa
aJIMUHHCTPATOpaM HapKOMAapKETOB.

Takum oOpa3oM, M3HAYaAIbHO (3TO Kak CBOeoOpa3Hasi mepBas JIMHUS
000pOHBI), HEOOXOIUMO MPUHUMATH MEPHl K OTCIICKWBAHUIO AKTHBHOCTHU
HeCOBepIIeHHOMeTHUX B ceTu. C KeM OHM MEepEenuChIBAIOTCS, YTO HIIYT C
MOMOIIBI0O  TIOMCKOBBIX CHUCTEM. OJTO MOXHO JeJaTh Kak IyTeM



HEIOCPEICTBEHHOTO JOCTYIIA K TeJIe(hOHHOMY aIrapaTy ¢ BeioMa pedeHKa, TaK
YCTAHOBJIEHUEM OJHON W3 MpOrpaMM pPOIUTEIBCKOTO KOHTPOJS, OO0JblIoe
KOJIMYECTBO TAKUX MPUIIOKEHUM COBEPUIEHHO OECIJIaTHO M HAaXOJMTCS B
CBOOOJIHOM JOCTYIIC JJIsl CKAUMBAHUSI.

Jleno B TOM, 4TO OOJBIIMHCTBO HCIOJIB3YEMOTO HApPKOCOBITYMKAMU
IPOTPaMMHOTO OOecCIieueHHs HuMeeT crenuduyeckue QyHKIMM U HE
UCIIOJIB3YETCS PSIIOBBIMU 3aKOHOMOCITYITHBIMH TOJIb30BATEIISIMHU.

Tak HapKOCOBITYMKM AKTUBHO UCIOJB3YIOT HAOOpBl Pa3IUYHbBIX
kpuntorpapudecknx meccenmkepoB (VIPole, Telegram, Xabber, Wickr,
WeChat, Signal), VPN-cepBuchl (BHpTyaJIbHbIC YacTHBIC CETH), aHOHUMHBIC
Opay3epbl, BBIJICJICHHBIE CEpBEpa, Takxke pecypchl (POTOXOCTUHIH,
daiimooOMeHHUKH) A xpaHeHuss  ¢ortorpaduii ¢ U300paKEHUSAMHU
PacCIoJIOKEHUSI HAPKOTUKOB.

B mensax coxpaHeHHs aHOHUMHOCTU U CKPBITOCTH MPOTHUBOIPABHOU
JESTETLHOCTH CTajl MPUOOpETaTh MOMYJISIPHOCTh aHOHUMHBIN Opaysep TOR,
«JIYKOBBIN poyTep», paboTaromuii B TeHeBoM cermeHnTe MuTtepuera (DarkNet)
Y TIO3BOJISIFOLIMN MOJIb30BaTENSIM HE OBITh 3aMEUEHHBIMU U YS3BUMBIMHU. ITO
CUCTEMA MPOKCU-CEPBEPOB, MO3BOJISIONIAS YCTAHABINBATH AaHOHUMHOE CETEBOE
coenunenre. CyTb pabOThl AaHHOrO Opay3epa 3aKio4yaeTrcs B TOM, UYTO OH
MO3BOJISIET TPakAaHaM TOCEIIaTh CaWThl, 3a0JIOKUPOBAHHBIE HA TEPPUTOPHUH
CTpaHbl TMPOXKUBaHUS, MyTeM 3aMmeHbl [P azapeca, ocraBasch mpu 3TOM
HE3aMEUYCHHBIMMU.

JlapkHeT — 3TO caMbld 3aKpbBITBIA  OTAE] MHUPOBOW NAyTHUHBI
(cBoeoOpa3Hasi, rnyOMHHAs, HE BHJAHAs OOBIYHOMY TJjla3y 4acTh aiicOepra,
npuyeM, Kak ¥ B ciiydae ¢ aiicoeprom ropasno Oojiee MacCHBHasl), KyJla He
3aXOAAT AaXe MOUCKOBbIE POOOTHhL. OOBIYHBI MHTEPHET-NOIB30BATENb TOXKE
BpSAJl JM MOMNaAET CJa CIy4YailHO, XOTSA TOT, KOMY CHOJIla MO-HAaCTOAIIEMY
HY)XHO, TIOMAJET, KyJa eMy HeoOxomumo 0e3 ocoboro tpyma. Uem OGombiie
pa3BUBaeTCa  HMHTEPHET-IICH3ypa, TeM Oojiee  JapKHET CTaHOBUTCS
BOCTpPEOOBaHHBIM M TeM 0oJiee YTOOHBIMU CTAHOBSITCS WHCTPYMEHTHI IS
paboTel ¢ HUM. M eciiu BO BceM OCTaJlbHOM WHTEPHETE BIAJEIbIIbI CAWTOB
MBITAIOTCS MIOBBICUTh PEUTUHT CaiiTa U YBEJIUYUTH €TI0 MOCENaeMOCTh, TO BOT
B TEMHOM CETMEHTE CTaparoTCs CAeNIaTh CAUT KaK MOXXHO MEHEE 3aMETHBIM JIJIs
PSAIOBBIX CTOPOHHUX TOJIb30BaTEl€d, U, €CTECTBEHHO, JJIsI OpPraHOB
npaBonopsiika. Jlms 3Toro wumcmomb3yercs mmdpoBaHWE, CHENUATBHOE
porpaMMHOE OO€cCIIeUeHHEe, a TAaK)K€ HECTaHJApTHbhIE JIOMEHHBIE MMEHA U
MPOTOKOJBI. Tak BOT, MJIi TOTO YTOOBI IMOMACTh B JapKHET, HEOOXOIUMO
ucnons3oBath Opay3zep TOR. OTo0 cBoeoOpa3Hblii TEHEBOM aHaJIOT
UCIOJIb3YEMBIX BCEMM CTaHJApPTHBIX Opay3epoB OINEpallMOHHON CHCTEMBbI U
NOUCKOBUKOB. KitoueBO MOMEHT 34€Ch COCTOMT B TOM, 4YTO MpPH €ro
UCIIOJIb30BAHUU PE3KO TEPSIETCS CKOPOCTb HHTEPHET-COCAUHEHUS, 3TO
OOYyCIIOBJIEGHO €ro TEXHUYECKUMHU OCOOCHHOCTSIMU (PYHKIIMOHUPOBAHUS.



[TosToMy B OOBIYHOIM MOBCEIHEBHOM JESATEILHOCTA OH U HE UCHOJIb3YETCS, a
MPUMEHSAETCS TOJBKO JJIs BBIX0/a B JAPKHET U COOJIIOICHUS MEP KOHCITUPALUU.
Haxoxnenue mogoOHOM nmporpaMMbl Ha KOMIIbIOTEpE WK TesnedoHe peOeHKa
IPsIMOI CUTHAJ O TOM, UYTO OH YK€ BTSHYT BO YTO-TO MPOTHBO3aKOHHOE WJIH,
9TO BOT-BOT CIIYUYHUTCH.

Hraxk, Texnosiorus TOP 1o3BoJisieT 3aX04UTh HA CAalTHl U CKAYMBAaTh UTO-
TO U3 CETH, HE OCTAaBJISIS TIOCIIE ce0sl HUKAKUX CIIEJIOB.

DTO K€ OTHOCUTCS K MCIOJIB30BAHUIO JJIsl TOAKIIOYEHUSI K Pa3InYHbIM
WHTEPHET-pECypcaM MPOKCU-CEPBEPOB 3TO (KOMIUIEKC TMporpamMm) B
KOMIIBIOTEPHBIX CETSX, MO3BOJISIONIUMNA KJIMEHTAM BBIMOJHATh KOCBEHHbBIC
3ampockl K IpyruM ceteBbIM ciayk0am, u VPN (anrn. Virtual Private Network
— BHUpTyaJbHas 4YacTHas CE€Th) — OOOOMIEHHOE Ha3BaHHE TEXHOJIOTHH,
MO3BOJIAIOIIMUX OOECIEUYUTh OJHO WM HECKOJIbKO CETEBbIX COEAMHEHUI
(JIorn4eckyr ceTb) MmoBepx Apyrod ceru (Hampumep, MuTepHer). JlaHHbie
NPUIIOKEHUS MO3BOJISIOT OOXOJUThH 3alpeThl HA MOCELIEHUE OINpEAesIEHHbIX
caiitoB. Hampumep, HaMH TOCTOSIHHO BeleTCs padoTa MO OTCICKUBAHUIO
CaliTOB MPOHAPKOTUYECKON HAMPABICHHOCTH U OJIOKUPOBKE JOCTYIA K HUM C
tepputropuu Pecriyonuku benapych. A npu nomoiu VPN unu npokcu naHnHas
OJIOKMPOBKA YJIa4HO 00XOIUTCS.

[ToBTOpIOoCch, B OOBIYHOM >KWM3HHU BBINICYKAa3aHHbIE MPUIIOKEHHUS (32
UCKITIOUeHHEM MecceHIKepoB Viber u Telegram) kak mpaBuiIo rpakJjaHaMy He
ucnoiyib3ytorcs. OHU JOCTaTOYHO Crenu(pUYEecKue U OCHOBHAS HMX LIETb —
CKPBITh CBO€ UICTUHHOE MECTOHAXOXJACHUE B CETH.

Eciu y pebGenka Bapyr B TenedoHE MOSBUIUCH MNPUIIOKEHUS,
no3pojsitomie onpenensite GPS-koopauHaTtel M HakdaAbIBaTh HX Ha
dotorpaduu (nanpumep, NoteCam Ui €ro aHajioTH), CTOUT YJETUTb STOMY
MpPUCTATHHOE BHUMaHWE, T.K. JaHHOE TporpammHoe oOecrieueHue Ha 90%
UCIIOJIB3YETCS UCKITIOUYNTEIBHO COBITYUMKAMU HAPKOTHKOB. COTJacUTeCh, UTO
HUKTO B OOBIYHOM XKU3HM HE OyJIeT HAKJIAJbIBaTh KOOPAMHATHI C YKA3aHUEM
IIUPOTHI, JOJTOThI, BBICOTHI HaJl YPOBHEM MOpS M TOTPEIIHOCTH Ha
dboTorpaduro MOHpABUBIIIETOCSA MEM3aKa WK )KUBOIIMCHOTO JIEPEBa.

Nrak, Kak y>xe ObLII0 CKa3aHO, UCIOJIb30BAHUE MPOTPAMM ISl TOCEIICHUS
JapKHeTa, Habopa MECCeHKEPOB, OCOOCHHO COJIEPKAIMX YaThl B 3aKPBITHIX
rpynmnax, npuioxeHud s onpeneneHuss GPC-koopauHaT cnenuaibHOTO
obecrnieyeHus I CKPBITUSL UCTUHHBIX |P-agpecoB coOBEpIIEHHO HE HYKHO ISt
OOBIYHOTO OOIIEHUS M DHKCIUTyaTalud CMapTPOHOB WM TEPCOHAIBHBIX
KOMIIbIOTEPOB. X mMosBIEHHE CBUAETEIBCTBYET O BOBJICYEHUM pPEOCHKA B
MIPOTUBONPABHYIO JIESITEIBHOCTb.

Yro kacaercst 0OBIYHOTO caiiTa HAPKOTOPTOBIIEB, TO OH BBITJIAJIUT Kak
KJaccuyeckuit Gopym. MHOTO BETOK, cojiepKaliuxX pa3HOOoOpa3HbId KOHTEHT,
C BO3MOXXHOCTHIO KOMMEHTApPUEB M BBIBOJ| YJIaUHBIX BBICKA3bIBAHUN B
OTZIETIbHYIO BETKY.



Tenepsp nepenieM K TIIaBHON COCTaBISIONIEH 000U padOThI, JeraibHON
i HeT. CoOOCTBEHHO rOBOPSI, 3TO €€ OIIaTa.

B Hacrosiee BpeMs HCIOJb30BAHHE 3JEKTPOHHBIX KOILIEIBKOB IPHU
OpraHu3aluy cObITa HAPKOTUKOB CTAHOBUTCSI MEHEE aKTyaJIbHBIM B CBSI3U C
TeM, YTO (UHAHCOBas COCTaBIAIONMIas HapkoOM3HECa B OCHOBHOM
NEPEOPUEHTUPOBATIACh HAa KPHUITOBAIIOTY, KOTOpash HE MMeeT (PU3UUEeCcKOoro
BBIPAKEHUS, €€ DMHUCCHUI0O HUKTO HE pEryJupyeT W HE KOHTPOIUPYET.
KpunropasoTa BbIITyCKAaeTCsl HEMOCPEACTBEHHO B CETU M HUKAK HE CBA3aHa HU
C KaKoh-1100 OOBIYHON BaJIOTOM, HU C JIFOOOW rOCYIapCTBEHHOW BaJIOTHOM
cucrtemoil. Bee omepanun ¢ KpunToBamoToW (akTuyecku odeznuueHsl. Ho,
00pa3HO roBopsl, CIAIOCTEN 3a KPUIITOBAIIOTY HE KyNUIllb, €€ HaJI0 MEHATh, a
3TO TOXE JENAaeTcsl B BHPTyalbHOM MHpocTpaHcTBe. OTcroga BO3HHUKAET
HEO0OXOUMOCTh B OAHKOBCKUX KapTax.

Takoke oTHeNbHBIMU KPYIHBIMH MarasuHaMu JJIsl BBITIIATHI 3apab0THOM
IUIaThl B HACTOSALIEE BPEMs HUCHOJIb3YIOTCA OObIUHbIE OAaHKOBCKUE TIATEXKHBIE
KapThl, B TOM 4uCJl€ U OPOpMIIEHHbIE Ha UM ydamuxcs kKapTel. OpHako,
HapKOAWJIEpaMHU MOTYT BbIJABAThCS 3aKJIaqUUKaM U KapThl, 0pOpMIIEHHbIE Ha
NOJICTAaBHBIX JIMI, B TOM YHCI€ U HMHOCTPAHHBIX OAHKOB (KaK MpaBUIIO
POCCHIICKHX).

Takxe HeoOXx0oaMMO 00palaTh BHUMAHUE HA TIOMBITKH PETUCTpAIlUU Ha
KPUNITOOOMEHHBIX  IUIOMIAJKAX, HCIOJIb30BAHUM  JJIEKTPOHHBIX  JICHET,
HEM3BECTHhIX Bam cuM-kapT, 0aHKOBCKUX TUIATEKHBIX KapT | T.I.

HauvanbHuK OTA€71a BHYTPEHHUX JIEI
Peuniikoro paiucronaxkoma
IIpokonenko B.H.

30.09.2024



